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ISSUE 04: Enhancing Productivity & Security With New ITS Tools

Technology is constantly evolving, and staying up to date
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with the latest tools can help students, faculty, and staff

work more efficiently while maintaining security.

01. Windows 11
02. Phishing
03. SharePoint & OneDrive

In this issue, we explore Windows 11, SharePoint &
OneDrive, three powerful tools that enhance productivity,

collaboration, and cybersecurity.

WINDOWS 11 OVERVIEW

Windows 11 is designed for efficiency,
security, and seamless integration
with Microsoft 365 tools. Upgrading to
Windows 11 can improve performance
and user experience across academic
and professional tasks.

Best Practices for Using Windows 11

Securely:

1. Keep your system updated to
receive the latest security patches.

2. Enable BitLocker encryption for
additional data security.

3. Regularly back up files to
SharePoint and OneDrive to
prevent data loss.

Ready to switch? Reach out to the
Help Desk through Freshservice or at
405-682-7777 (Ext. 7777)!

KEY BENEFITS

- Enhanced Security: Built-in

security features such as Windows
Hello, TPM 2.0, and Secure Boot
protect against cyber threats.

Improved Multitasking: Snap
Layouts and Virtual Desktops help
organize open windows efficiently.

Seamless Microsoft 365
Integration: Better compatibility
with Teams, Outlook, SharePoint
and OneDrive for a streamlined
workflow.

Updated User Interface: A
modern design with a centered
Start menu, new widgets, and an
Improved search experience.

BEWARE OF PHISHING ATTEMPTS!

Phishing is a form of social
engineering where attackers
deceive you into revealing sensitive
information or installing malware.
This is often done by having you
click on malicious links or download
malicious files.

Sometimes phishing emails find
their way into your mailbox. When
this happens, it's important that you
report the phishing email right
away!

When you report a suspected

phishing email scam, you help sound
the alert and keep others safe.
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To report phishing emails:

1. Right-click the suspicious email
in Outlook. DO NOT interact with
anything in the body of the email.

2. Select "Report” from the drop-
down menu, then select “Report
phishing”.

3. Alternatively, you can select
“Report” from the upper toolbar.

)



https://occc.freshservice.com/support/home
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PHISHING SIGNS

Unsolicited Request Lack of Specificity
If you receive a request unexpectedly The email fails to clarify which
or do not have an established “new policy” it references,
relationship with the sender, it may which can be a tactic to evade
be a scam. ° accountability.
; *
]
Generic Greeting $ :
The email begins with “Good I :
morning,” which is vague 1
and impersonal. Legitimate :
communications from _ 1
known contacts usually :
address you by name. 1
o----9 !
¢
Request for ¢--1--¢
Sensitive i
Information '
OCCC does not request 1
sensitive information, :
such as W-9 forms or 1
bank details until user '
submit that request in 1
person at JMC. This is :
a common tactic used 1
by scammers to obtain !
personal information. :
' * 4
1 1 1
I 1 1
1 T T
1 1 1
1 1 1
Sense of Urgency : i Caution Notice i Absence of WiseStamp Signature
Scammers often create 1 I Emails from within OCCC usually won’t I Usually OCCC employees have a WiseStamp
urgency to encourage *- _: : display a caution notice (excluding : signature. (Excluding emails from distribution
hasty decisions 1 known 3rd parties.) 1 lists or known 3rd parties.)
without proper ! !
thought. ¢ It's important to be cautious if you ¢ Note that while visuals help, attackers are able to
see this banner. If uncertain about the copy signatures to pose as OCCC users. Always
sender, reach out to the Help Desk. ensure the user is who they say they are!

For more information and examples on identifying phishing emails, see our
phishing email help article on Freshservice.

SHAREPOINT & ONEDRIVE - STREAMLINING FILE STORAGE

Microsoft SharePoint and OneDrive
provide secure and convenient cloud ] ]
storage, making it easy to store, share, SharePoint & OneDrive

and collaborate on documents. Curious about the move to

SharePoint and OneDrive?

Use this link for SharePoint and
ONEDRIVE OneDrive resources or contact
Personal cloud storage ITS or the CLT for additional help!
for individual use. Access
your files from any device.

Got an IT Problem?

SHAREPOINT Your first stop is The Helpdesk
Team-based storage for located in the main building
collaborative work. Organize foyer behind the coffee shop. Mr.
files, share resources, and Brian W. Fugett, the Director of
control access permissions. Technology Support Services,

leads a team of trained on-
demand IT professionals who

Benefits: can handle all your IT needs.

- Access Anytime, Anywhere: Sync
files across devices and work from You can also reference all IT Help
anywhere. Articles on Freshservice using

- Real-Time Collaboration: Co-author the following link.

documents with colleagues or
classmates.

. Version History: Restore previous Previous ITS Corners
versions of a file if accidental Changes Want to read pre\/ious issues of
are made. . ITS Corner? Visit the OCCC ITS

« Secure File Sharing: Control who can page!

view or edit your documents with
permission settings.

Best Practices for Using OneDrive

& SharePoint:
1. Use OneDrive for school related Upgrading to Windows 11, using
personal documents and SharePoint SharePoint/OneDrive efficiently, and
for shared projects. reporting phishing emails can significantly
2. Always sync your files to File Explorer enhance productivity and security. Take
for easy offline access. advantage of these tools to work smarter,
3. Be cautious when sharing links, use collaborate effectively, and stay protected
“View Only” access when appropriate. online.
4. Regularly check version history to
track changes and prevent data loss. Stay Informed & Stay Secure!
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https://occc.freshservice.com/a/solutions/articles/23000164666?language=en
https://linktr.ee/OneDriveMoodleResources
https://linktr.ee/OneDriveMoodleResources
https://occc.freshservice.com/support/solutions
https://www.occc.edu/information-technology/
https://www.occc.edu/information-technology/

